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1.3 NMAP(PortScanO OO 0O)
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-sF : Stealth FIN scan

-sX : Stealth Xmas scan

-sN : Stealth Null scan

-sP : Ping scanning

-sU : UDP scans

-SR : RPC scan

-sW - ACK scan

-b <ftp relay host> : FTP bounce attack
--interactive : 0O00O0O0O0OODOODOO
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1.4.7 -sN:Stealth Null scan

cPO00O0OD0OOODODODODbDODbDODbDODObDODODbDODODODnOTPOO
gbobobobobobOobobobOobobobobOobobobOon PortScan OO
ugobooooboood

O00a ODOop
(1)NULL >
Hut @)1000 < 0000000 JuH
< >
TP [T e e e e e S T e T TCP
< (2)RST+ACK < DO OO oo >
Port Port

OOO0OOCODOOOOPENO (2 H)OOoOoDocLoseDooooo
gosOboOoOODONIl scanOO000OO0ODOOODOODOO

1.4.8 -sP:Ping scanning

UbOoogbooobOOpPortScan D00 0ODOOOOOOOOODOOOIWPOOODODO
PortScanD U O D O0OODOODOOO0OODOODOOO0OOScanDOOOO0OOOIIPODODOO
OO0DO0ODO0OOOOOOnOICM Echo(Ping)DOODOODOO

O00a oogp
(D ICMP _Echo q
4(2)Echo reply <0000 >

< ehicvoooooooodoon <gddgoo >

oog ooo

1.4.9 -sU:UDP scans

wPpOOOOOOOOOOODOODOOOUWPPrtd000OooonoonDOn ScanODO
gboobOobobobuuwPObODbODLOOOOO0OODO PortScanD 0000 ODOODOODO
gooboooobobooaboo

EENONEICLDHFHELEFRTIC. FEORABLHIR, R EATAHLREVIELEMITEVTILELLONTEY . ZED—EH D FLEIC DT, T THEE,
BEITHIELELOATVET,
Copyright © Eiji James Yoshida, 2000



000 000B
(LHUP 000000 >
Jon QIO D00NN000 < 0000001 Jon
< >
upp [T o e e S UDP
< I 0000 <0000000 >
Port Port

gubPOOO0OOoOooooobooicMPOODOODODOOOOOOODOODOOOODOD
gobobogicvPOobogooooboobobvubPO0bobooooboobobobooooo
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1.5 NMAPcopTIONO O O)

1.5.1 OPTION O OO0 OO

-PO : host up check (ICMP Echo + ACK scan) OO QOO0

-PT : host up check O ICMP Echo OO ODOACK scan D OO ODODOOOO

-PS : host up check O ICMP Echo OO O OACK scan O SYN scanO O OO

-P1 : host up check O ACK scanO0 O[O 0O

-PB : host up check (ICMP Echo + ACK scan)O O OO

-0 - 0SO O Scan

-1 - identOD0000O0O0ODO0DOOOODODOOODOO

-F - nmap-servicesD OO OOOOOODODOOOOScand

-v > Scan0O0O0OOOOOODO

-h - 0O00O00DOO0O0OooO@oOo)yYooao

-oN : 0Oooooon

-oM - JO0ooooooooo

-0S : s|<ipTkiDd|3 forM DO OO O OOOOO

-iL - D0O000O0OdScan0 O OO0

-iR : ScanD OO OOOWPOOOODODODOODODOOO

-p <port ranges> : ScanD 0 0000000000000

-f 000000000 DO000

-D<decoyl[,decoy2][,ME],...> : OO OODODOIPODOOOOOO0O

-S <Source IP> : JOOIPOOOOOOOO

-e <interface> : 000000 OOOODODOOODOOO

-g <Source PORT> : O OOOOOOOO

-r ScanJ00000d0odoOooOooogod

--randomize _hosts : ScanO O IPO 00O O00OO0OOOOODOOODODO

-M <max sockets> : DO OOOOOOOODOOOO

-T <Paranoid|Sneaky|Polite|Normal JAggressive|lnsane> : ScanO0 OO 0O 00O

--host_timeout <milliseconds> : OIPOOOOOOOOScand O OOOODO

--max_rtt_timeout <milliseconds> : DO OOOOOOOOC@O)

--min_rtt_timeout <milliseconds> : DO 0OOOOOOOOC@O)

--initial_rtt_timeout <milliseconds> : DO OOOOOOOO@OO)
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--max_parallelism <number> : OO O0O0OScand OO OO0O
--scan_delay <milliseconds> : ScanOD OO QOO 0O0Qd

-n/-R : NSO OOQODODOOOO /ODNSOODOOOOOOO
-d :000O0o0oooooaa
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T4(OpenPortJ ACKD OO OO ODOODODOODODODOOOO)
T5(ClosePort0SYNOD O OO OODOOOODOOOOOONO)
T6(ClosePortJACKD OO0 0D DODOOOODOOOOOONO)
T7(ClosePortO FINJURGIPSHO OO DO OO ODOOODOOOOOOO)
PU(UDPO O O O O "port unreachable*messagel] 0 00 )
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OTseq(COOOO0OOOOOOO)
ISNOOOOOoOoooOo)ooooooooobooooooooobooobooooo
gooooon
O constant sequence number(D O OO0 O OOODODOOO):000UNIXOO
O trivial time dependency(U 000000 DOOOO0OOOODODO):WindowsO O
O random positive increments(OU 0000000 OOOODOOO):SolarisO IRIXO

FreeBSDO [
Otruly random(C 00000000 0OODOO0O0O):Linux 2.0.*0 OpenvMSO AIXO O

OTiO0T4@penPort0 OO0 00O O0O0O0O0OO0OO0DOOOOOOO)

OpenPortd 00 0D0D0OO0O0OOO0DOOODOOOODOOODODon™"t fragmentd OO OO
OOwindowD OO OACKODOOODOOOQOTCPOOODOTCPOOODODOOODDOOODOO

OT50T7(ClosePortd 0000000000 O0O0O0O0O0OOOONO)

ClosePort0 000000 DOO0OODODOODODOOOODODOODoNn"t fragmentO OO 0O
OO0OwindowD DO OACKOOOOOOOOTCcPOOODOTCPOOOODODOOOODODOO
0o

0O PUUDPO O O O O ICMP"port unreachable"messagel 0 0)

ClosePortd UDP Scan0 D O OO OOOOODODOODon"t fragmentOD OO OO OO
TypeOfServicel IPTotalLengthO ICMPTotalLengthOUDPO OO OO OODOOOODOOO
OO0O0O00IPchecksumO OO OOOOOODODOICMPchecksumO OO OOOOODOOOO
UWPLengthO O O OO ODODOOOOOOOODDOOOO

154 -l:ident000000O0O00OODOOODODOOO

0000001 ood@thodooooooooooooooooboooooooa
goooooboooobodoonooooobooobooonooooonooooooon
gooooooooon

ldentScanD O OO0 O0O00OOOO0OOOOOOO

Scand 0 IP:192.168.0.1

Scand] O Port:25

O0ScanO0OIPOOOPortO 0O OOOOOOONetCaa DO DOOOMO

nc -p 12321 192.168.0.1 25

0000000000 Port:123210 O Scanld [0 1P:192.168.0.10 0 O Port:250 0 O O O O O

uoo
000 ScanO O 1P:192.168.0.10 Port:113(auth) D D OO0 000 O0ODOO0OCOODODOOODO
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25,12321

goboooobobooboood

25,12321 : USERID : OTHER :root
gboobod0pPort250 000000000 OOO0O0O0OOrt0 D000 O0OO0ODOODOO
OO0DO0O0O netstat 0 telnet DO OO0 0OODOOODO

1.5.5 -F:nmap-services U OO OO0O0O0OOOOOODOO Scan

0000000000 Chmap-servicesOOOOOOOO wellknownO OO OO OO Scan
00000000000 0000000000000000000000000OScan 00O
O0oDoo0ooDooooood

1.5.6 -v:ScanU 0o ooOoO0OO

00000 ScanO0 000000 O0OO0DOOODODOOODOOODODOO host up check OO
OOPortScan DO O0OScan DO D OOODOOOScan OO ODOOOOO ScanDOO QOO
000d0ddoooggg PortScanD OO O oPTIONDODOODOOOOOOGOGOGO

gooodvOoooooooooooooboooooooon

1.5.7 -h:000000OCO0OO@OO)YOOooO

gobooobboobooaobboobbooboobboobooboonon man nmap OO 0O
ugoo

1.5.8 -v:Oooooooooood

ugobooodgboowAPOODDOOOO0OObOOoobDbOOOn
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1.5.9 -oN:O0ODOOOO

o000 Portscan 0000000000000 OODOOO SecanOOOOOO0OOOO
PortScan D OO QO OPTIOND O DO ODOODOODOO

# Nmap (V. 2.3BETA14) scan initiated Wed Mar 22 10:43:31 2000 as: nmap -oN normal .log 192.168.0.48
Interesting ports on (192.168.0.48):

Port State Protocol Service
135 open tcp loc-srv
139 open tcp netbios-ssn

# Nmap run completed at Wed Mar 22 10:43:32 2000 -- 1 IP address (1 host up) scanned in 1 second

1.5.10 -oM:O000ooooOoooad

00000 PortScan 000000000000 DOO0O0OOODOOODOOOOOOODOO
OO0O0000D0D0OO0O SecurityScanner(whisker 0 O0)OOOOOOODODOOOODOOO

# Nmap (V. 2.3BETA14) scan initiated Wed Mar 22 10:52:51 2000 as: nmap -oM MP.log 192.168.0.48

Host: 192.168.0.48 ()  Ports: 135/open/tcp//loc-srv///, 139/open/tcp//netbios-ssn///
# Nmap run completed at Wed Mar 22 10:52:52 2000 -- 1 IP address (1 host up) scanned in 1 second

1.5.11 -oS:s|<ipTkiDd|3 forM OO OO OOOODO

00000 PortScan OO 00O skript kiddieO O OOGOOoOOoOO4OOO

$taRt|ng nmAp v. 2.383T414 6y fyO0dor@|n$3cur3.0Rg ( wwW.ins3cUr3.0rg/nmaP/ )
IntErest|ng pOrtz On (192.168.0.48):

POrt $tat3 PrOtOcoL Serv!c3
135 Op3n tCp 10c-SRv
139 Op3n tcp n3tb10z-$sn
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Nmap rUn compl3t3d -- 1 ip AddrE$s (1 ho$t up) $canned 1n 1 $3cOnd

1.5.12 -iL:0 000000 ScanOO OO

UboobO scan0DO000OO0OIPODODOODOODOOOODOODOODLDODODOOPortScan

goooooboo

# more hostlist
192.168.0.110
192.168.0.48

# nmap -sS -iL hostlist

Reading target specifications from FILE: hostlist

Starting nmap V. 2.3BETA14 by fyodor@insecure.org ( www.insecure.org/nmap/ )

Interesting ports on

Port State
21 open
70 open
80 open
135 open
139 open
1031 open

Interesting ports on

Port State
135 open
139 open

(192.168.0.110):

Protocol Service

tcp
tcp
tcp
tcp
tcp
tcp

ftp

gopher
http
loc-srv
netbios-ssn

iad2

(192.168.0.48):

Protocol Service

tep
tep

loc-srv

netbios-ssn

Nmap run completed -- 2 IP addresses (2 hosts up) scanned in 1 second
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1.5.13 -iR:ScanO O O00O0OO IPOOODOOOOOOODOO

obobobobobobwpPobO0b00ob0On0 PortsScan 000000 OOODOODOO
ubobooooboooobboano

1.5.14 -p <port ranges>:Scan L1 O 00000 OOOO0OO

0ooddd scaen000O00O0D0O0OO0O0O00O0OOOOOOOOOODOOOOOOOOO0O
0000000000000 00000oggg 100 esk3s oo
0192.168.0.0/24 0 800 OO OOD0DOOOODOOO
nmap 192.168.0.0/24 -p 80
0192.168.0.0/24 0 13500 13900000000 DOOODOO
nmap 192.168.0.0/24 -p 135,139
0192.168.0.0/240 1000 10000000000 DOOODODOOOO
nmap 192.168.0.0/24 -p 1-100

1.5.15 -f:000000000000

00000 PportScan DO O ODODOO0ODOOOOOOOO@OOYODOOODOOODO
ugooboboboooboboboooooobooooboboooooobooooobooon
ugooboboboooboboboooooobooooboboooooobooooobooon
ugooboboboooboboboooooobooooboboooooobooooobooon
PortScan D 0O ODOOO0ODOOOOO

1.5.16 -D<decoyl[,decoy2][,ME],...>: 000000 1IPOOO

ooooooooooowoOooboooooooboowooob@ooyoooooo
uoboogbbooboaobbooboooboao wbooboob eooboonboO
gobooooboboooiwrgobbooooboooanon
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nmap -sS -Dhostl,ME,host2 target

hostl A"

target
PORT

AA A 4

ME

1.

A:000000O0=hostl0 000 DO O0O0O =target
B:OODODOOOO=MED OOOOOO O =target
C:O000DDOO=host20 0000 0O0ODO =target
A":000D0000=target0 000 0O 0O 0O O =hostl
B":0 U000 0O0O=target 0 OO 0O OO O =ME
C:00D0000O=targetd 000 0O0ODO O=host2

host2

O FTP bounce attack O TCP connect() scanO0 0O OO0 OOO0Od

1.5.17 -S <Source_IP>:00 00 IPOODO

0odoooooowoodoooooooooobooooodg Sscanddooooon
0do0odooooo wrOooooooO portScan 00000000 OoOoOoOOOODODOO
O0D0DO00O000D0D0O0d promiscuousmode(C DO ODO)ODOOOODOODOO IPODODOO
goooooboooooooooooooooooon
0000000dO0nQ 192.168.0.1000000192.168.0.1000 Scan O O OO O
nmap -sS -P0 -e eth0 -S 192.168.0.1 192.168.0.100
000000000 hostupcheckOOOODOODOOODOODOODOOODODODODOO

EENONEICLDHFHELEFRTIC. FEORABLHIR, R EATAHLREVIELEMITEVTILELLONTEY . ZED—EH D FLEIC DT, T THEE,
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1.5.18 -e <interface>:0 000000000 OOODOOOO

gobooobbooooobboobboobodobboobboobboboboonoo
goboooobobooboiwpibiboooboboobboooboog

1.5.19 -g <Source PORT>:0 00000 OO0O

gboOobOd portScan OO OO0 OOODOOOODOOO0O0OOO0OO0OO0OO0O00O0OOO0
UoobOoboboorfPO DNSOO0OO0OO0OOOO0OOOOODOOOODOODOODOOOO
goog

gobooobbooooaoboboobboobo rFrPOODDOO0ODLOOO0OOOOOnOO
gboobobobOobobooo rFPObDODODOTPODOD 20000 FTPODODODO
ugooboboboooboboboooooobooooboboooooobooooobooon
ubobooobobooboaobbooboobobooboboob rrPOOODOOOOODOO
gboboboboboboboboboboboboboTcPhOb 200000000
ugobooooboboooboooobboobooooobboobbooobboobn
U0Oo0o0oo0obo0oboboOO0 NMAPO PortsScanD OO DOOOOO0O0O

nmap -g 20 < HostName or IPaddress >

gboOobOPortscanD0 0000 0ODOOOODOODOODOTCPODOO 2000000000
gboobobobob0obobobob0obOobOobg Portscan0ooooooon
ugoooaoo

gboboboboboboboboboboboboonsooiPObDooooOoO
OO0 OODNSODODDNS-QueryO OO UDPOUODOOODODODODOMOI O DNS-QUERY
UboobOobobOooNsOOoOooog uuwrPOOLOODO 53000 DNS-Response 0 O
U00D00D00ODO0ODb0ODbODOO DNS-Response DO OOOOOOOOOOODOO IPO
gogobobboooboobobboooooboboooobbobooooooboooobon
gboobobuwpPODOSBOIOOODOOOOOOOOOOOOOOOOOOO0OO0000
gobooooboood

UbOo0oo0oo0obo0obOobOO0 NMAPDO PortsScanD OO OO0 OO0O0O

nmap -sU -g 53 < HostName or IPaddress >

EENONEICLDHFHELEFRTIC. FEORABLHIR, R EATAHLREVIELEMITEVTILELLONTEY . ZED—EH D FLEIC DT, T THEE,
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gboOoboOPortscanD0 0000 0ODOOOODOOOODOUWPOOOSOOOOOOOO
U00D00D00OD0O0ODOD DNS-Response DO OO0 PortScan U OO DOODOODOODOODO
gooognd

1.5.20 -r:Scan0 00 00dooooOOO0OO

gobooobbooooobboobboobodobboobboobboboboonoo
O PortScan D 0D 000D O0OO0OOOODO Scan U0 O0OO0OO0O0O0OOOOOOO
uoboooobbooboooobboobbooooboboano

1.5.21 --randomize_hosts:Scan 0 0 IPOO0O0OO0OOOOOOO

gboboboboboboboob wrobO0Ob scan00noOObObOOobLODO
ugoboooobooobbooboboood

gboboowooooobooooooogoD scan 00000 0ODO0O0OOOOODOOOO
uooooobooooboog

1.5.22 -M <max sockets>:0 000 00O00O0O0OOO0OO

gbobooooobobobobgoboobobscan DO0OODOODODODODOOOO
goboobooobbooobooobbooobobooboboon

1.5.23 -T <Paranoid|Sneaky|PoliteINormaIIAggressiveI msane>:-Scan O O OO0

gbobog Sscan000poobobobooooobobobooobobobgoonoo
OParanocid:0 000 00 O0O0D0OOOCOOCOSO00000D00 Scan0DOODOO
OSneaky:0 000 10000D000D0O0O0O 1500000000 SscanODOOO
OpPolite:0 000 20000000000 0400000000 ScanODOOODOO
EENSNBIEDHEEBRTIC. AEONBELI. BIFR. EAT IRV AEEENISENTEELONTEY . FEO—HHZ N EREIDNT, FIF TR
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ONormal:0 000 30000000D0O0O0ODOOO

OAggressive:0 000 400000000 1.250000000 ScanCOD0OODO
gboboaooosgbooobbaaonoboooooo

Olnsane:0 000 500000000 030000000 ScanOO0O0O
ugboboooobooysbuogboooobboooboogd

Parancid D0 O O0O00OOO0OD0OOOOOOOPortScan OO O0O0OOODOOODOOOO

uobobooobbuoobobbooobbuoobboooobboobboooboog

1.5.24 --host_timeout <milliseconds>:0 IPOOO0O ScanOOOO0O0O

gbobogooobobobogo scaen0000DbOO0OOO0OODOODODOOOO

1.5.25 --max_rtt_timeout <milliseconds>:000000000O0(ODO)

gobobooobbooobobooobboooboboobobooobooo

1.5.26 --min_rtt_timeout <milliseconds>:000000000O0(ODO)

goboobooobobuoobboooobboobboooobooboobboon

1.5.27 —-initial_rtt_timeout <milliseconds>:0 0000000 O(OOO)

OO0oOOo000O00bOOo0bOO0bOO00oDOOoO0bObOObObOUOOO0obODOOODOdhoest
upcheckDODOOOODOODOOOOUOUODOUODODOODOOOODDO-POODOO host up
check DOOOO0ODOOOOOOODOODOOODOOODOOD O GOOOODOOOOOOO
ugoo
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1.5.28 --max_parallelism <pumber>:0 0000 ScanO OO QO3

O0DO0000O00DOO0Db0O0Ob0DO0O0O0O0 Scan00O0OOO0Cnumberd0ooonO
Uoob0obOobOobOoboOobOon pPortscan 0000000 ODOODOODODOODODO
ugobooooboood

1.5.29 --scan_delay <milliseconds>:Scan 0 0 O OO0

gbobOo scan0000oooooooooooo-TOOOOODOODLOOOODLODO

U0000000 PortScan DO O0O00OO0O0OO0OOOO0O0OO PortScan DO DO ODOODO
ugooboboboooboboboooooobooooboboooooobooooobooon
goood

1.5.30 -n/-R:DNSOO0O0ODOOOO /DNSOOOOOOODO

oNSOOOOOODOOoOoDbOOoOobDOoOoooOooOooboOooboobD-Roobo)yooo

1.5.31 -d:0000000O0O0O0O

gboboogoNAPODDOOOobobOoooboooobobuoonooooooboog

oS0 ScanOUOOODOOSOOODLODLDODLOOOOONAPDODODODODODO
Uo0ob0b0obO0b0obO0ob0obO0bO0obO0O0bDdPortsScand OO0 NAPODODODO
uoboobooobboooboog

1.5.32 —-interactive: 0 OO0 O OQOOOOOGO

OODOOONMAPDO shellDODOOODOOODOOOOOOOODOOODOODOODO

EENONEICLDHFHELEFRTIC. FEORABLHIR, R EATAHLREVIELEMITEVTILELLONTEY . ZED—EH D FLEIC DT, T THEE,
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On <nmap args> : nmap U nmap args 0 00000000000
n -sS target

01 <command> : shell OO OOO0OODOOOO0O
Icat /etc/passwd

Ox : NMAPOOOOOOO

On-h : NVAPOOOOODODOOOO@OOYY OOOooOOO

Oh: 000000 O0OD0OOOODODODOODODOOOOO@OOYOOoOooooa

O f [--spoof <fakeargs>] [--nmap_path <path>] <nmap args> : OO0 OO OOOO0O
NVAPO OOOQOQOOOPTIOND OO OODODOODODOO0O0O0O0O0OOOOO NWAPOOOO
gooooobooooboiooooooonoooonoooobooooooooon
f --spoof "test" --nmap_path /home/tools/nmap-2.30BETAL17/nmap -sS -oN
/tmp/nmap. log target
0o00o0ogodpsO00000ooooooNAPOOODOOtestI0O0OO0Oooog
000000 DO00bOO000bOO0O0DbOOOnODOdd/home/tools/nmap-2.30BETAL7 O O
Onmmap 00000000

1.6 NMAP(stateD OO O)

NVAPO OO PortScan U 0 00O OOOOOOOOOOOOOO state0 00000
OO0 stateJ 0000 3000000000000

0 open

O filtered

O unfiltered

ddd30ddddddooooooga

1.6.1 "open" state

stateJ openU OO0 0OOOODOOOO0OOOO
OOo00OO0SsSYNDOOO SYN+ACKO D OOonoog
goboogrNDOOb0oOooooog
OO0O0O0O FINtRGHPSHO OO OO OOOODOO
uboboooobobooobboobboooobog

EENSNBIEDHEEBRTIC. AEONBELI. BIFR. EAT IRV AEEENISENTEELONTEY . FEO—HHZ N EREIDNT, FIF TR

BETDHILLRELLNATVET,
Copyright © Eiji James Yoshida, 2000



23

guptObooooooo i ooooooooooon
0000 ACKODOODORSTWIN>O0DOODODODOO

1.6.2 "filtered" state

stated filteredO OO OODOOOOODOOODODO

oo sywooooooooooad

Oo00ooOgsNoOooo iIiewvoOoooooooooErl)Yoooooooao
PortScan O OO OO0 FilteredODOOODOODO

# Nmap (V. 2.3BETA14) scan initiated Wed Mar 22 10:43:31 2000 as: nmap -sS 192.168.0.48
Interesting ports on (192.168.0.48):

Port State Protocol Service

21 open tcp ftp

80 open tcp http

135 filtered tcp loc-srv

139 filtered tcp netbios-ssn

# Nmap run completed at Wed Mar 22 10:43:32 2000 -- 1 IP address (1 host up) scanned in 1 second

goboooobboobbooobooobbooboboooobobooboboon

goooao ooog ooog state

1020 SYN RST+ACK 0000 (close)
21 SYN SYN+ACK open

220079 SYN RST+ACK 0000 (close)
80 SYN SYN+ACK open

8101 134 SYN RST+ACK 0000 (close)
135 SYN 0000 orCODE13 | filtered

1360 138 SYN RST+ACK 0000 (close)
139 SYN 0000 orCODE13 | filtered

20000 65535 SYN RST+ACK 0000 (close)

gbobobmoooossobsgoobooboooobooboobobooboobobo
goobobbooobobobooooooboooobooboooooobooooobooon
uoboooobboooboooabon
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1.6.3 "unfiltered" state

stateJ unfiltered OO OO 0OO00ODO0OOOOOOO
0000000000000 obOboooobooooon
PortScan O OO OO0 unfilteredO OO OO OO

# Nmap (V. 2.3BETA14) scan initiated Wed Mar 22 10:43:31 2000 as: nmap -sS 192.168.0.48

Interesting ports on (192.168.0.48):

Port State Protocol Service
21 unfiltered tcp ftp
80 open tcp http

# Nmap run completed at Wed Mar 22 10:43:32 2000 -- 1 IP address (1 host up) scanned in 1 second

goboooobboobbooobooobbooboboooobobooboboon

goooao ooog gooo state
1020 SYN 0000 orCODEL3 | O OO O (Filtered)
21 SYN RST+ACK unfiltered
220079 SYN 0000 orCODEL3 | OO OO (Filtered)
80 SYN SYN+ACK open
8101 65535 SYN 0000 orCODEL3 | OO OO (Filtered)

gbobobobobob 2200 800000000 O0bOO0obDOobOO0obDO0bDOo000gn
gbobobobobobobobobobobobobobobobobobobobo
DobDooooooboooboodunfiltered0 00000000 DOOODOOODOOOODO
O0DO000000D0Oopen O unfilteredD0000O0O00OOODO OSOOOODOOOO

oog

1.7 Conclusion

0000 PortScanner OO NMAPO OO DOODOODO PortScanD O OO O0OOOODOO
Uboobobobob0oboobobobon portscand D00 O0D0OODODOODODOD
obobobob sywobooooooooooooooooooooooooooooo
UbobobobobobOobobOobobOo AKO FINODOOOoooboooogono
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ugoobobobooobobobooooooboooobboboooooobooooobooon
o@oooo)y oooooooooboobooo

gobooobboobooaobboobboobodobboobooboonoboobboonboo
PortScan DO O OOOOOOOOOO0OOOOO0OO0O0O0O0OD0OO0OO0OODO0OOOOODOODOO
gooognd

2.0 nmap-rpc

nmmap D00 O0000ORCOOOOODOODOOODOO

# This was created by Vik Bajaj <vbajaj@sas.upenn.edu> with help

# from various members of the nmap-hackers list.

# To join nmap-hackers send mail to nmap-hackers-subscribe@insecure.org
# Nmap is available from http://www.insecure.org/nmap/

# ALl the rpc services we could find as of Feb22, 1999

# Tweaked a bit by Fyodor <fyodor@dhp.com>

3270_mapper 100013

NETlicense 100062

activity 100109 na.activity # SunNet Manager
admind 100087

alis 100018

amd 300019 amq

arserverd 390600 arserverd # Remedy AR System daemons
arservtcd 390604 arservtcd

aseagent 395176 aseagent

asedirector 395175 asedirector

asehsm 395177 asehsm

aselogger 395179 aselogger

autofsd 100099 autofsd

bootparamd 100026 bootparam

bssd 300433 bss

bugtraqd 100071

bwnfsd 545580417

cachefsd 100235

cfsd 824395111

cfsd 1092830567

cluinfod 300527 # cluster information server
cmsd 100068 dtcalendar

cnxagentd 300484 # cluster agent

cnxmond 300483 # cluster node monitor
database_svc 100016

debug_svc 100066 dbsrv

diskinfo 100105 na.diskinfo # SunNet Manager
dmispd 300598

dmispd 805306368

drdd 300434 drd
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etherif
etherif2
etherstatd
event
exportmap
fypxfrd
hostif
hostmem
hostmem2
hostperf
inetray
inetray
inetray
inetray
inetray
inetray
inetray.start
ioadmd
iostat
iostat2
ippath
iproutes
kems

kerbd
keyserv
layers
layers2
Ilockmgr
logger
Ipstat
metad
metamhd
mountd
nf_snmd
nf_snmd
nfs
nfs_acl
nis_cache
nis_callback
nisd
nisd_resolv
nispasswd
nlockmgr
nsed
nsemntd
ntserverd
pcnfsd
ping
portmapper
prestoctl
prpasswd
rexd
rje_mapper
rpcnfs
rquotad
rstatd

100118
100135
100010
100101
200023
600100069
100117
100112
100136
100107
555555555
555555556
555555557
555555558
555555559
555555560
555555554
100055
100106
100137
100119
100120
100221
100078
100029
100121
100131
100020
100102
100111
100229
100230
100005
120126
120127
100003
100227
100301
100302

na.etherif

na.etherif2 # SunNet Manager
etherstat

na.event # SunNet Manager
freebsd-ypxfrd

na.hostif

na.hostmem

na.hostmem2 # SunNet Manager
na.hostperf

rpc.ioadmd

na.iostat

na.iostat2 # SunNet Manager
na.ippath # SunNet Manager
na.iproutes

keyserver

na. layers

na. layers2 # SunNet Manager
na. logger # SunNet Manager

na. lpstat # SunNet Manager
metad # rpc.metad
metamhd # rpc.metamhd
mount showmount

# SunNet Manager

nfsprog

100300 rpc.nisd
1073741824
100303 rpc.nispasswdd

100021
100038
100039
390601
150001
100115
100000
390100
300632
100017
100014
100116
100011
100001

# chosen at run-time

ntserverd

pcnfs

na.ping

portmap sunrpc rpcbind
# Prestoserve

rex

na.rpcnfs
rquotaprog quota rquota
rstat rstat_svc rup perfmeter

26
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rusersd 100002 rusers

sadmind 100232

sample 100113 na.sample

sched 100019

Scopeux 805306352 # HP measureware scopeUX
seagent 20000777 # Memco/Platinum/CA SeOS security product
selection_svc 100015 selnsvc

sender 100139 cc_sender # Cooperative Consoles
sgi.ha_ifa 391021 ha_ifa
sgi.-ha_ifmx 391019 ha_ifmx
sgi.ha_orcl 391018 ha_orcl
sgi-ha_sybs 391020 ha_sybs

sgi_fam 391002

sgi_ha_appmon 391015 ha_appmon sgi.ha_appmon
sgi_ha_hb 391013 ha_heartbeat ha_hbeat sgi.ha_hbeat
sgi_ha_nc 391014 ha_nc sgi.ha_nc
sgi_iphone 391010

sgi_mediad 391017 mediad
sgi_mountd 391004 mount showmount
sgi_nfs 391007

sgi_notepad 391003 notepad
sgi_pcsd 391006 pcsd

sgi_pod 391009 pod
sgi_reserved 391022

sgi_reserved 391023

sgi_reserved 391024

sgi_reserved 391025

sgi_reserved 391026

sgi_reserved 391027

sgi_reserved 391028

sgi_reserved 391029

sgi_reserved 391030

sgi_reserved 391031

sgi_reserved 391032

sgi_reserved 391033

sgi_reserved 391034

sgi_reserved 391035

sgi_reserved 391036

sgi_reserved 391037

sgi_reserved 391038

sgi_reserved 391039

sgi_reserved 391040

sgi_reserved 391041

sgi_reserved 391042

sgi_reserved 391043

sgi_reserved 391044

sgi_reserved 391045

sgi_reserved 391046

sgi_reserved 391047

sgi_reserved 391048

sgi_reserved 391049

sgi_reserved 391050

sgi_reserved 391051

sgi_reserved 391052

sgi_reserved 391053

sgi_reserved 391054
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sgi_reserved 391055

sgi_reserved 391056

sgi_reserved 391057

sgi_reserved 391058

sgi_reserved 391059

sgi_reserved 391060

sgi_reserved 391061

sgi_reserved 391062

sgi_reserved 391063

sgi_rfind 391008 rfind

sgi_smtd 391005 smtd

sgi_snoopd 391000 snoopd snoop
sgi_testcd 391012 testcd
sgi_toolkitbus 391001

sgi_videod 391011

sgi_xfsmd 391016

showfhd 100043 showfh

snmp 100122 na.snmp snmp-cmc snmp-synoptics snmp-unisys snmp-utk
snmp-utk 0

snmpXdmid 100249

snmpv2 100138 na.snmpv2 # SunNet Manager
sprayd 100012 spray

statmon 100023

status 100024

stdfm 300009 # Online help with
sunisamd 100065

sunlink_mapper 100033

sync 100104 na.sync

tfsd 100037

traffic 100123 na.traffic
ttdbserverd 100083 ttdbserverd tooltack ttdbserver rpc.ttdbserverd
ttsession 1342177279

ufsd 100233 ufsd

walld 100008 rwall shutdown
x25 100114 na.x25

x25.inr 100022

ypbind 100007

yppasswdd 100009 yppasswd

ypserv 100004 ypprog

ypupdated 100028 ypupdate

ypxfrd 100069 rpc.ypxfrd ypxfr

2.1 Nmap 0S FingerPrint

Nmap 2.3BETA14 OO 406 000 0SOUODODOODOO
gbooogosoooooboon

3Com Access Builder 4000 7.2
3Com SuperStack I1 (0S v 2.0)
3Com SuperSTack Il switch SW/NBSI-CF,11.1.0.00S38
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3Com NetBuilder & NetBuilder 11 0OS v8.1

3Com NetBuilder-11, OS version SW/NB2M-BR-5.1.0.27
3Com NetBuilder & NetBuilder Il 0S v 9.3

US Robotics Total Control NETServer Card

3COM 7/ USR TotalSwitch Firmware: 02.02.00R

ACC Amazon 9.2.29 or Congo 9.2.35 WAN concentrator
Acorn Risc 0S 3.6 (Acorn TCP/IP Stack 4.07)

Acorn RiscOS 3.7 using AcornNet TCP/IP stack # Thanks to Chris Wilson
AGE Logic, Inc. IBM XStation

Aironet Wireless Bridge running firmware V5.0J

AlIX 3.2

AIX 3.2 running on RS/6000

AIX 3.2.5 (Bull Hardware)

AIX 4.0 - 4.2

AIX 4.02.0001.0000

AlX v4.2

AlX 4.1

AIX v4_1 running on a C10

AIX 4.1

AlX 4.2

AlX 4.2

AlX 4.2

AIX 4.3.2.0 on an IBM RS/*

Alcatel 1000 ADSL (modem)

Alcatel 1000 DSL Router / unknown OS Rev.

Allied Telesyn AT-S10 version 3.0 on an AT-TS24TR hub
Allied Telesyn AT-3726 Ethernet Switch: 2.1cycleA
Alteon AceSwitch 110 (software 4.0.37)

Amiga0S Miami 2.1-3.0

Amiga0S Miami 3.0

Amiga0S Miami 3.1-3.2

AmigaOS Miami Deluxe 0.9 - Miami 3.2B

Amiga0S 3.1 running Miami Deluxe 0.9m

AmigaOS AmiTCP/IP 4.3

Amiga0S AmiTCP/IP Genesis 4.6

Amos 2.3A

AOS/VS on a Data General mainframe

Apollo Domain/0S SR10.4

AOS/VS or VSII

Apple Airport (Wireless Network Hub)

Ascend P130 Router

Ascend Max 1800 50Ap8+ or 2024

Ascend Max (HP,4000-6000) version 6.1.3 - 6.1.7
Ascend Pipeline 50 running 5.1A Firmware # Thanks to Jan Koum
Ascend GRF Router running Ascend Embedded/0S 2.1
Ascend Pipeline 50 rev 4.6C

Ascend P75

Ascend Pipeline P130 or 50

Ascend Pipeline 400/T1 (Software V 4.5B)

Ascend TNT OS +5.0Ap48+

Macintosh GS Server with MacOS 8.5.1 (Appleshare IP 6.0)
MacOS 8.1 running on a PowerPC G3 (iMac)

MacOS 8.6

Rhapsody 5.3 - 5.4 (Mac 0S X Server 1.0 - 1.0-1)
Mac 0S X (Rhapsody 5.5) on a G3

Apple Color LaserWrite 600 Printer # Thanks to Pluvius
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Apple Color LaserWrite 600 Printer # Thanks to Pluvius

Apple LaserWriter 16/600 PS, HP 6P, or HP 5 Printer

Apple LaserWriter 8500 (PostScript version 3010.103)

AS5200 # Thanks to Michael Dodwell <mdodwell@vic.bigpond.net.au>
Asanta IntraStack Ethernet Switch (6014 DSB Versions: BP(2.06 ), FW(1.03 ))
Asanta IntraSwitch 5324

AsanteHub 2072 Ethernet Hub

Auspex Fileserver (Auspex0S 1.9.1/Sun0S 4.1.4)

Assured Access Technology: ISAS Switch Release-2.3.0

Atari Mega STE running JIS-68k 3.0

ATT Unix SVR4.2 on a Lucent Definity voicemail system

A/UX 3.1.1 SVR2 or OpenStep 4.2

AXCENT Raptor Firewall running on Windows NT 4.0/SP3

AXIS NetEye Camera Server V1.20 # Thanks to Pluvius

AXIS Stack -- CD-ROM Server or Printer Server or Camera Server # Thanks to Pluvius
Axis 200+ Web Camera running 0S v1.42

Bay Networks BLN-2 Network Router or ASN Processor revision 9
Bay Networks BayStack 310T switch

BayStack 28115/ADV Fast Ethernet Switch # Thanks to Jan Koum!
BeOS 4 - 4.5

Bintec XS/XM ISDN access routers V. 4.9.1-4.9.3

Borderware 5.0 Firewall

Borderware 5.2 firewall

Borderware 6.0.2 firewall

BSDI BSD/OS 2.0 - 2.1 # Thanks to dmessiah & tacit@bigfoot.com
BSDI BSD/0S 3.0-3.1

BSDI 4.0 # Thanks to tom@bpf.promisc.org

BSDI BSD/0S 4.0.1 Kernel

BSDI Version 7.00LS

CacheOS (CacheFlow 2000 proxy cache)

Canon photocopier/fax/scanner/printer GP30F

Chase I0Lan Terminal Server

Cisco 762 10S 4.1(2) or 766 ISDN router

Cisco 7206 running 10S 11.1(24)

Cisco CacheEngine

Cisco CPA2500 (68030) or 2511 router

Cisco Localdirector 430, running 0S 2.1

Cisco PIX 4.2(2) Internal Interface

Cisco 766 10S4.2(3.5)

Cisco 3640 10S 11.1(7)AX [KUONG(7)AX]

10S Version 10.3(15) - 11.1(20) # Thanks to Pluvius

Cisco 5260 or 5300 terminal server 10S 11.3.6(T1)

Cisco 4500-M running 10S 11.3(6) IP Plus

Cisco Catalyst 1900 switch or Netopia DSL/ISDN router

Cisco 10S 11.3 - 12.0(2)

Cisco 7206 (10S 11.1(17) # Thanks to jfesler@gigo.com

Cisco 1600/3640/7513 Router (10S 11.2(14)P) #Thanks to Solar Designer
Cisco Local Director 420 version 2.1.1

Cisco Pix Firewall running PIX 4.1(5)

Cisco PIX v4.2 Firewall

Cisco 10S v11.14(CA)/12.0.2aT1/v12.0.3T

Cisco Router/Switch with 10S 11.2 # Thanks to Solar Designer
Cisco 10S 12.0(3.3)S (perhaps a 7200)

Cisco 675 DSL router -- chos 2.1

Cisco Secure PIX Firewall Version 5.0(2)

Cisco X.25/TCP/LAT Protocol Translator ver 8.2(4)
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CLIX R3.1 Vr.7.6.20 6480

Compatible Systems (RISC Router, IntraPort)

Computone PowerRack IntelliServer Release 1.5.4d

Com0S - Livingston PortMaster or U.S. Robotics/3com Total Control system

Lucent Portmaster 4 running ComOS v4.0.3c2

Convex 0S Release 10.1

Corporate IP/IPX ISDN Small Office ISDN router (version 9.9.9/8.0)

Cray UNICOS/mk 8.6

Cray Unicos 9.0 - 10.0 or Unicos/mk 1.5.1 # Thanks to Mea Culpa

Unicos 10.0.0 on Cray 90

Cray UNICOS 9.0.l1ai - 10.0.0.2

Cyclades PathRouter V 1.2.4

Cyberguard 4.0 firewall

Cyclades PathRAS Remote Access Server v1.1.8 - 1.3.12

Cyclades PathRAS V 1.1.7

Datavoice TxPORT PRISM 3000 T1 CSU/DSU 6.22/2.06

DECbrouter90T1 Runs Cisco 10S 10.2(5)

DECNIS 600 V4.1.3B System

DECserver700-16, Network Access SW V2.2

DEC VNswitch900

DG/UX Release R4.11MUO2

DG/UX Release R4.20MU02

Digital Link DL2001 Management Access Processor

Digital UNIX OSF1 V 3.0,3.2,3.2C # Thanks to Lamont Granquist

Digital UNIX OSF1V 4.0,4.0B,4.0D,4.0E # Thanks to Mea Culpa & Lamont Grsnquist & lzar Tarandach

Compaq Tru64 UNIX (formerly Digital UNIX) 4.0e

Compaq Tru64 UNIX 5.0 on AlphaServer

DEC OSF/1 V1.3A - 2.0

OSF/1 5.60

Digital UNIX OSF1 V 4.0-4.0F

Epson Stylus 800n/EPSON Ethernet Ver. 4.20

X EPSON Ethernet Ver. 4.20 6.04, 13395E-98

Extreme Networks Black Diamond switch

Extreme Gigabit switch (unknown version)

NAT LANB/290 Console Program V4.00

NCR S26 (i386) running NCR MP-RAS SVR4 UNIX System

Farralon Netopia router or Compatible Systems 900i

Netopia DSL router

Nokia IPSO 3.2-fcs4 releng 783

Galacticomm WorldGroup BBS / Vircom TCP/IP stack

Gandalf LanLine Router

Compatible Systems MicroRouter 900i v3.0.9

Compatible Systems Microrouter 2220R w/ firmware v4.5

FlowPoint/2000 - 2200 SDSL Router (v1.2.3 - 3.0.4) or ASCOM Timeplex Access Router

Flowpoint 144 or 2200 SDSL [ATM] Router v3.0.8

FreeBSD 2.1.0 - 2.1.5 # Thanks to Jan Koum!

FreeBSD 2.2.1 - 3.2 # Thanks to David O"Brien

FreeBSD 2.2.1 - 4.0 #Thanks to Jan Koum

Gold Card Ethernet Interface Firmware Ver. 3.19 (95.01.16). Apparently a MIO Network interface
for HP LaserJets, etc.

Hitachi HI-UX/MPP (don®"t know version)

HP Advancestack Etherswitch 224T or 210

HP-BSD 2.0

HP Entria X station (running Netstation 7.x) # Thanks t Zippy <seth@interport.net>

HP JetDirect Print Server

HP printer w/JetDirect card
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HP LaserJet Printer # Thanks to Dmessiah

HP LaserJet 4000N Printer # Thanks to David 0"Brien

HP LaserJet 5 # Thanks to Pluvius

HP Procurve Routing Switch 9304M

HP-UX A.09.00 E 9000/817 - A.09.07 A 9000/777

HP-UX 9.01 - 9.07

HP-UX B.10.01 A 9000/715

HP-UX B.10.20 A 9000/715 or 9000/712 or 9000/871 or 9000/861 with tcp_random_seq = 0

HP-UX B.10.20 A 9000/715 or 9000/712 or 9000/871 with tcp_random_seq = 1 #Thanks to Lamont Granquist,
David 0"Brien

HP-UX 10.20 A 9000/715 or 9000/899

HP-UX B.10.20 9000/897

HP-UX 10.20 E 9000/777 or A 712/60 with tcp_random_seq

HP-UX 10.20 # 9000/777 or A 712/60 with tcp_random_seq

HP-UX B.11.00 # Thanks to root@knightmare.cc

HP-UX 11.00

HP-UX B11.00 U 9000/839

HP-UX 11.00 # Thanks to Jason Ledbetter <jason@colltech.com>

Hydra HydraWEB 5000

IBM 2210 router unknown patch level

IBM LAN RouteSwitch/Xylan OmniSwitch Version 3.2.5/NeXT

IBM 0S/2 vV 2.1

IBM 0S/2 V.3 # Thanks to van Hauser (vh@reptile.rug.ac.be)

IBM 0S/2 Warp 4.0

IBM 0S/2 Warp Server for E-business (Aurora) Beta

IBM 0S/2 Warp Server for E-business (Aurora) Beta

AS/400e 720 running 0S/400 R4.4

IBM AS/400 V3 and V4

IBM VM/CMS (mainframe)

IBM VM/ESA 2.2.0 CMS Mainframe System

Cisco 760 Series (non 10S) or IBM Stackable Hub

D-Link Corp. DE-1800 Stackable Hub SNMP/Telnet Agent Software version 2.04B3 boot PROM 2.21

Intel Corporation, ER9100 Express Router 9100

Intel Express 510T switch

Interl Netport Express PRO V04.33a

Intel NetportExpress(tm) 10/100 3-port ROM: V05.10a

Lantronix EPS1 Version V3.5/1(970325)

Lantronix EPS2 Printer Version V3.5/2(970721)

MPE/iX 5.5

MultiTech CommPlete Controller

MVS TCP/IP TCPMVS 3.2

IBM MVS TCP/IP stack V. 3.2 or AIX 4.3.2

IBM MVS TCP/IP TCPOE 3.3 # Thanks to van Hauser

IBM MVS (unknown version) # Thanks James W. Abendschan <jwa@jammed.com>

Instant Internet box

Intergraph Workstation (2000 Series) running CLiX R3.1

IPAD Model 5000 (see www.ipad-canada.com)

IRIX 5.2

IRIX 5.3 # Thanks to David 0"Brien & Mea Culpa

IRIX 6.2 - 6.5 # Thanks to Lamont Granquist

IRIX 6.2 - 6.5 # Thanks to Lamont Granquist

IRIX 6.4 - 6.5.3m # Lamont Granquist (again :)

IRIX 6.5

Isolation Systems Infocrypt Enterprise

Juniper Router running JUNOS

Kentrox Datasmart 656 CSU/DSU or USR Netserver/16

1
o

1or2
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Lantronix LSB4 Ethernet Switch

Router/Switch/Printer (LanPlex 2500/Cisco Catalyst 5505/Trancell Webramp/Xylan

Switch)/Epson Stylus (100BTX-NIC)

Lexmar
Lexmar
Linux
Linux
Linux
Linux
Linux
Linux
Linux
Linux
Linux
Linux
Linux
Linux
Linux
Linux
Linux
Linux

k0
k O

NN PNNDMNNNDNNNNERE PP

Ker
2.1
2.1
2.2
ker

P O OO0OO0OOONDNO

1.

ptra S Printer

ptra R+ (4049-RA0) w. MarkNet XL card (firmware rev. 79.133.1
.9

.8 -1.2.13

.13

0

.27 - 2.0.30

.32-34

.32-34

.35-37

.35 (S.u.S.E. Linux 5.3 (i386)
.24 PowerPC

76

nel 2.1.88

.91 - 2.1.103

122 - 2.2.13

.12

nel 2.2.13

Linux 2.3.12
Linux 2.3.28-31

Mac0S

7.1

# Thanks to Renaud Deraison

Mac 0S 7.0-7.1 With MacTCP 1.1.1 - 2.0.6

MacOS 7.5.5 - 8.6 # Thanks to //Stany <stany@zerkalo.notbsd.org>
MacOS 8 running on an LC 475

MacOS 8.5 # Thanks to A.j. Effin ReznoR <spork@exo.com>
APC MasterSwitch Network Power Controller

ARLAN BR200OE V5.0E Radio Bridge

AXIS or Meridian Data Network CD-ROM server

AXIS 540/542Print ServerV5.30 Jan 24 1997

Axis 540 print server

Meridian Data Network CD-ROM Server (V4.20 Nov 26 1997)
Microplex Print Server

MINT with MiNTnet 1.03 running on Atari TT

Minux 32-bit/Intel 2.0.0

Mirapoint M1000 (0S v 1.0.0)

MultiTech CommPlete (modem server) RAScard

NEC UX/4800

NCD X server (SNMP says: NCD16 server 2.3.0 03/12/91 downloaded)
NCR MP-RAS 3.0.x

NCR MP-RAS 3.01

NCSA Telnet (dos)

NCSA Telnet 2.3.08 for the PC

Neoware (was HDS) NetOS V. 2.0.1 or HP ENTRIA C3230A

NetApp
NetApp
NetBSD
NetBSD
NetBSD
NetBSD
NetBSD
NetBSD
NetBSD
NetBSD

On
On

1.
1.
1.
1.
1.
1.
1.
1.

Tap 3.1.6

Tap 5.1.2 - 5.2.2

0 little endian arch

0 big endian arch

1 -1.2.1 litle endian arch

2 - 1.2.1 big endian arch

3 - 1.3.3 little endian arch

3 - 1.3.3 big endian arch

3H (after 19980919) or 1.31 (before 19990119) little endian arch
3H (after 19980919) or 1.31 (before 19990119) big endian arch
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NetBSD 1.31 (after 19990119) to 1.4 x86

NetBSD 1.4 / Generic mac68k (Quadra 610)

NetJet Version 3.0 - 4.0 Printer

Network Systems router NS6614 (NSC 6600 series)

NeXT Mach

Nokia IPSO 3.2-fcs4 releng 783 (FreeBSD Based)

Nortel Networks CVX1800 RAS. Software version 2.02

Novell NetWare 3.12 - 5.00 # Thanks to Chris Wilson

NetWare 4.11 SP7- 5 SP3A BorderManager 3.5

Novell NetWare 5.0 with Border Manager

Novell NetWare 3.12 or 386 TCP/IP

Netware 5.0 SP 3a

OpenStep 4.0-4.2 or NextStep 1.0-3.3 (Intel)

OpenStep 4.1/NeXTStep 3.3

OpenStep 4.2/Intel

OpenBSD 2.1 - 2.3/SPARC

OpenBSD 2.1/X86

OpenBSD 2.2 - 2.3

OpenBSD Post 2.4 (November 1998) - 2.5

OpenBSD 2.6/X86

OpenVMS 6.1 # Thanks to Mcneil J <J.Mcneil@rhbnc.ac.uk>
OpenVMS V6.1 on Digital VAX 4000-105A

OpenVMS 6.2 on VAX

Digital OpenVMS AXP 6.2 running Attachmate Pathway 3.1 TCP stack
OpenVMS 6.2/Alpha

OpenVMS 7.1 using Process Software®s TCPWare 5.3 TCP/IP package
OpenVMS 7.1 Alpha running Digital®s UCX v4.1EC02 TCP/IP package
OpenVMS v7.1 VAX running Process Software®"s TCPWare 5.1-5 TCP/IP package
OpenVMS Alpha V7.1-1H2 running DIGITAL TCP/IP Services (UCX) V4.2
OpenVMS V7.1 on VAX 6000-530

SEQUENT DYNIX/ptx(R) V4.2.1

SINIX-N 5.43C3002

SINIX-N 5.41C0005

SINIX-Y 5.43B0045

SINIX-Y 5.43C4001

SonicWall/10

SONY NEWS-0S 6.1.2

Sega Dreamcast

Stock OpenVMS 7.1

OpenVMS Alpha 6.2 running DIGITAL TCP/IP Services (UCX) v4.0
0S/390 V5ROMO

Packet Engines PowerRail 5200 Version 2.6.0r10 - 16 Sep, 1999
Packeteer IP-PacketShaper 2000 V3.1

Plan9 (can anyone give me a version number?)

Polycom ViewStation 512K videoconferencing system

Proteon OpenRoute 2.1 on a RBX200 Router

Proteon OpenRoute 3.0 gt series router

QNX 4.24

Raptor firewall 5.03 on NT 4

Raptor Firewall 6 on Solaris 2.6

Redback SMS 1000-2000 DSL Router

ReliantUNIX-Y 5.44 B0033 RM600 1/256 R10000

Ringdale RP21 Print server

SCO Release 5

SCO OpenServer(TM) Release 5

SCO OpenServer 5.0.5

EENONEICLDHFHELEFRTIC. FEORABLHIR, R EATAHLREVIELEMITEVTILELLONTEY . ZED—EH D FLEIC DT, T THEE,
BEITHIELELOATVET,
Copyright © Eiji James Yoshida, 2000



UnixWare 2.0

1

SCO UnixWare 2.1 # Thanks to Digital Messiah

SCO UnixWare 2.1.2 # Thanks to Drew Morone <tdrew@cairn.org>

SCO UnixWare 7.0.0

SCO Open Desktop 2.0

Secure Computing Sidewinder firewall 3.2 update 4

Shiva AccessPort Bridge/Router Software V 2.1.0 or 3COM HiPer Access Router Card hardware V1.0.0
software V4.1.59

Shiva LanRover/8E Version 3.5

Snap Network Box

Solaris 2.3 - 2.4 # Thanks to David O0"Brien & Mea Culpa

Solaris 2.4 w/most Sun patches (jumbo cluster patch, security patches, etc)
Solaris 2.5, 2.5.1

Solaris 2.6 - 2.7

Solaris 2.6 - 2.7 X86

Solaris 2.6

Solaris 2.6 - 2.7 with tcp_strong_iss=0

Solaris 2.6 - 2.7 with tcp_strong_iss=2

Solaris 7

Sun Solaris

8

early acces beta (5.8) Beta_Refresh February 2000

SonicWall/10 Firewall

SPP-UX 5.2.1

SPP-UX 5.x on a Convex SPP-1600

Sun0S 4.0.3

Sun0S 4.1.3 Ul + ISI RFC1323 mods from ISl
Sun0S 4.1.1 - 4.1.4 (or derivative) # Thanks to Renaud Deraison, Jericho, Lamont Granquist, and

others

Tandem NSK D39

Tektronix Phaser 360 Extended

Tektronix Phaser(TM) Share Ethernet Card, firmware version 3.01
Telebit"s NetBlazer 3.0

Telebit NetBlazer Version 3.05

Telebit NetBlazer Version 3.1, patch level 13

Teltrend (aka Securicor 3net) Router

TOPS-20 Monitor 7(102540)-1,TD-1

Toshiba TR650 ISDN Router

Ultrix 4.1

Ultrix 4.2 - 4.5
VersaNet ISP-Accelerator(TM) Remote Access Server

VNS V6.2

VxWorks 5.3.x bases system (usually an ethernet hub or switch)
Webwizard NuSwitch DS16, ver 1.10.03.

Windows 3.1 with Trumpet Winsock 2.0 revision B

Windows for Workgroups 3.11 / TCP/IP-32 3.11b stack

Windows NT4 / Win95 / Win98

Windows NT 4 SP3

Windows NT4 / Win95 / Win98

Microsoft NT 4.0 Server SP5 + 2047 Hotfixes

Windows NT 4.0 Server SP5-SP6

Windows 98

Windows 98 w/ Service Pack 1

Windows NT 5 Beta2 or Beta3

Windows 2000 RC1-RC3

Windows 2000 Professional, Build 2128
Windows 2000 Professional, Build 2183 (RC3)
MS Windows2000 Professional RC1

35

FENONBITLDHHERTIT. ABOABRZHIR. AR EATHIEFEVMEZEMICEVTLRECLATEY . ABDO—EHHHVELERIC DT, T THEE,
BETHELELLATVET,

Copyright © Eiji James Yoshida, 2000



36

WNOS 5.0 on DOS 6.22

WorldGroup BBS (MajorBBS) w/TCP/IP

VAX/VMS 5.3 on a MicroVAX 11

VAX/VNMS v5.5, CMU-TEK TCP/IP stack

VAX 7000-610 or 4200/SPX OR 6000-430

XCD Xconnect print server, firmware version CC8S-3.58 (98.09.21)

Xerox 8830 Plotter

Xerox DocuPrint C55

Xerox DocuPrint N40

Xylan OmniSwitch 5x/9x ethernet switch, Annex3 Comm server R10.0, or Hitach HI-UX/WE2
Xyplex 1600 running MAXserver V6.0.2 firmware

Lynx0S Realtime 0S -- Could be MeetingPlace 3.4, Xylogics Remote Annex 4000 terminal server
CacheOS (CacheFlow 500-5000 webcache) CFOS 2.1.08 - 2.2.1

Xyplex Network9000

Xyplex Terminal Server v6.0.2S5

Zyxel P128imh router
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